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Today’s menu 

Why bother? 

What, Why, How & Who? 

 The weakest link 

Who? Me? 

Message in a bottle: One size fits no-one 

 The Prophet and the mountain 

 The personal approach 

Do‘s and Dont’s 

Where do we go? 

 



Why bother? 

 Information Security & Privacy is expensive 

 

Return on investment is low 

 

Risks seem to be acceptable 

 

Better invest in primary objectives education and research 

 



Breach of Confidentiality 



Identity Fraud 



Data Manipulation 



Espionage 



Abuse of ICT-facilities 



Disruption of Infrastructure 



Main threats for HEI 

 Breach of confidentiality 

 

 Identity fraud 

 

 Data manipulation 

 

 Espionage 

 

 Disruption of ICT infrastructure 

 

 Abuse of ICT-facilities 

 

 Intentional reputation damage 
 



Risks 

 Reputation damage 

 

 Loss of intellectual property 

 

 Disruption of primary process 

 

 Substantial cost of repair 

 

 Non-compliance 

 

 Personal damages  

 



More to come…. 



How to deal with that? 

Org 

Tech Me 

ICT dept. policies 

knowledge 

ISO27001/27002 

GDPR/Personal Data Protection act 

Security Baselines 

Risk-Based Controls 

The Bible 

My Mother 

Company Website 



https://www.youtube.com/watch?v=opRMrEfAIiI 

https://www.youtube.com/watch?v=opRMrEfAIiI


The weakest link 



The weakest link 

The General Picture: 

 

 Lack of risk awareness 

 

 Lack of responsibility awareness 

 

 Lack of empowerment 

 

 Failing personal judgement 

 

 The inevitable mistake will be made 

 



Who? Me? 

 Who closes the door after leaving home in the morning? 

 

 The same for the backdoor? 

 

 Who leaves valuables in plain sight? 

 

 Who puts a key under the flowerpot or doormat? 

 

 Who puts a note next to the doorbell ? 

 

 



Burglary 

 

 
2012 Households 

#  in NL 8.000.000 

# of burglaries  92.000 

Probability 1,2% 

Average damage € 1.800 

Total damage NL € 165.600.000 

Average detection  in  10 minuten 

Probability someone is 
breaking in right now 0,00001% 



Burglary 

 

 
2012 Households Computers 

#  in NL 8.000.000 10.000.000 

# of burglaries  92.000 1.000.000 

Probaility 1,2% 10% 

Average damage € 1.800 € 300 

Total damage NL € 165.600.000 € 300.000.000 

Average detection  in  10 minuten 36 days 

Probability someone is 
breaking in right now 0,00001% 1% 

source: Prof. Eric Verheul, Inaugural address, January  2014 



Recognizing the villain 

 

 
# accounts compromised 

Source: Volkskrant June 14 2016 



The general answer 

 Rules and policies are declared 

 

 A website! That’ll teach ‘em! 

 

 Newsletters and more Newsletters 

 

 Campaigns with nice little gadgets 

 

 Posters! 



Who has? 

Rules and policies 

 

A website 

 

Newsletters 

 

Campaigns 

 

Posters 



Effectiveness 

Who remembers the last security awareness 
campaign in your own organisation? 

 

What was it about? 

 

What was the result ? 
 Worked very good 

 Well…. 

 Did not have the intended effect 

 



The general result 

 

 

 Rules and policies are unknown, hard to find, way to extensive 
and incomprehensible 

 

 A website: Less than 5% makes use of company website 

 

 Newsletters: Less than 5% reads articles about information 
security topics 

 

 Campaigns: not now please, I am busy 

 

 Awareness game: less than 5% participation 

 

 Posters: Last no longer than a week. 



The prophet and the mountain 

 

 

“If the mountain will not come to the prophet, 

the prophet must go to the mountain” 

 The communication means to enhance awareness are 
indispensable, but on their own ineffective 

 

 We cannot expect users to do this by themselves. 

 

 If  broadcasting does not work, we have to switch to 
narrowcasting. 



There is no such thing as THE user 

 Recognize differences: management, teachers, researchers, support staff, 
IT-staff, guinea pigs, students etc. and address them in their own context. 

 

 Learn from their problems and daily practice 

 

 Discuss risks based on actual cases, how to recognize and avoid them  

 

 Create  alliances, not adversaries 

 



Do’s and Dont’s  

DO DON’T 

Operate in context On size fits all advice 

Focus on a user’s perspecttive Enterprise-wide campaigns 

Promote  good practices, develop them where 

necessary. 

Focus on ‘not allowed here’  

Reward responsible behaviour Focus on what’s going wrong 

Suboptimal behaviour is much better than avoiding 

behaviour 

Rules are rules 

Stimulate self-regulation and local protocols, related to 

the actual work 

Learn fom mistakes and incidents and be transparant 

Use actuality as a hook to hang your hat on 

Forge coalitions with stakeholders 





The Dutch Approach: 
CAAS: Community as a Service 

 Intensive community collaboration based on trust 

 

Cyber Save Yourself  
 As a source of materials : the toolkit 
 As a source of information: the knowledgebase 

 

 Joint development of new materials and approaches  (games, 
e-learning modules) 

 

Exchange of succes and failure 

 



Example: Game Smart Secure Yourself 

 

 



Example: Cyber Save Yourself 

 

 



Example: Your babies 

 



Example: Wie zoet is … 

 

 



Example: encryption week 

 

 



In search of new strategy 

 

 

 In an open and pluriform HEI we cannot rely on company 
policies and technical means 

 

 Users must be able to make personal judgements, based 
on risk-awareness in their own context. This is a personal 
responsibility for anyone in the organisation. 

 

 

 

 



 
https://youtu.be/AJKGrEl_omA 
 
 

https://youtu.be/AJKGrEl_omA
https://youtu.be/AJKGrEl_omA
https://youtu.be/AJKGrEl_omA
https://youtu.be/AJKGrEl_omA


The weakest link 



In search of new strategy 

 

 

 In an open and pluriform HEI we cannot rely on company 
policies and technical means 

 

 Users must be able to make personal judgements, based on 
risk-awareness in their own context. This is a personal 
responsibility for anyone in the organisation 

 

 Where strict rules or policies are required: Explain! Acceptance 
starts with understanding 

 

 Management at all levels should have a focus on privacy and 
security:  
 Lead by example and implement good practices.  
 Show leadership in accomplishing behavioural and cultural 

changes.  
 Show that security and privacy are boardroom concerns 

 

 

 

 



Where do we go? 

 

 

 Information technology will become even more pervasive 

 

 Threats and risks for individuals and organisations will 
evolve 

 

 Technological controls help but they are not the answer 

 

 Key is individual and organizational awareness 
(reponsibility of users and management) 

 

 Substantial changes in culture and behaviour are 
required 

 



Cybersecurity:  
awareness, awareness, awareness 


